
About the Document

This document is the fifteenth  in a series of documents describing the 
process of installing and configuring a Mac OS X 10.6 Server in a school 
environment.

Other documents in this series are available at:
servernotes.wazmac.com

This document provides information about connecting Windows 
computers to a Mac OS X Server.

Background

Mac OS X Server can be configured as a Primary Domain Controller, 
providing authentication for Windows computers on your network.

This document provides information about:

- how to activate this service;

- how to configure the service to provide transparent access to usersÕ 
home folders from both Macintosh and Windows XP computers.

This information is organised into the following sections:

1. Configuring Mac OS X Server - Server Admin;

2. Setting up a Windows Profiles folder;

3. Creating Login Scripts to tailor the Windows environment;

 3.1  a simple script for accessing Home and Groups folders

 3.2  an advanced script for syncing folders;

4. Configuring Windows clients to join the Domain;

5. Creating a default user profile on an XP computer.
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15. Windows XP Access - Domain
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Other documents in this series

¥ Installing & setting up the Mac OS X Server Software
¥ Initial software Installation and config.

¥ Configuring DNS
¥ adjust the default setup, check zones, add machines.

¥ Setting up Services - 1
¥ Services overview

¥ Setting up Services - 2
¥ AFP, Web & SMB (Windows)

¥ Setting up Services - 3
¥ DHCP

¥ Setting up Services - 4
¥ Open Directory

¥ Setting up Sharepoints - 1
¥ Groups folder
¥ Home directories

¥ Setting up Users and Groups

¥ Setting up Sharepoints - 2
¥ Imaging folder
¥ Group folder permissions

¥ Client Imaging 
- Creating a master image
- Creating a NetBoot image
- Configuring NetBoot
- Preparing the Server
- Deploying a master image

¥ Managing Preferences

¥ Connecting OS X Clients to Open Directory

¥ Connecting from Windows XP - WorkGroup

¥ Connecting from Windows XP - Domain (This document)

¥ Configuring your Intranet

¥ Blogs and Wikis

¥ Backing up your Server
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1. Configuring Mac OS X Server  - Server Admin

1.1. Open Server Admin  and click on the SMB service.

Click on the Settings  button at the top of the window.

1.2. Click on the Role popup menu to change the role of the 
server to be a Primary Domain Controller (PDC) .

 

¥ Provide a suitable Domain  name.

1.3. Click on the Save button.

1.4. You will be asked to enter a Domain administratorÕs password 
- enter the Mac OS X Server Directory AdministratorÕs 
username (diradmin ) and password.

1.5. Click on the Stop SMB  / Start SMB  button to restart the 
service, if is already running.
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2. Creating a Windows Profiles  Folder

Windows Ò roaming profilesÓ hold information about various settings 
and preferences for each user. These preferences and settings allow 
the settings to be applied from the server as the user ÒroamsÓ around 
the network using different computers.

By default, activating the Primary Domain Controller option on Mac OS 
X Server automatically creates a Profiles  folder in the Users  folder on 
the OS hard disk.

You can actually create this folder in any sharepoint on the server. 
Information about how to do this is at: http://bit.ly/smbshare. It is critical 
when making such a folder that access permissions correctly 
configured. (I have had only limited success in creating such Ònon-
defaultÓ folders on the Data drive).

However, we will stick to the basics and use the default Profiles  folder.

2.1. After activating the SMB service check that a Profiles  folder 
exists within the Users  folder on your boot  drive.

2.2. In Server Admin > File Sharing, add an ACL so that the 
Profiles  folder has Read and Write  access for Everyone. 

(Click the + button > Groups, and drag Everyone into the 
ACL list, then set Everyone to Read & Write).
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2.3. In Workgroup manager, click on the Accounts  button, then 
the Users  tab.

2.4. Shift-click to select all the users who may need to access the 
server from a Windows workstation.

2.5. Click on the Windows  button on the right side of the right-
hand pane.
 

2.6. Enter the ÒpathÓ to the location of the Windows Profiles  folder 
that you configured previously.

eg: \\server_name\Users\Profiles\

editing the above path to use the FQDN or IP address of your 
OSX Server.

WazzaÕs QuickStart - OSX Server 10.6 - 15: Services - SMB Domain setup ! 5



2.7. If you are adding only one new user you will need to manually 
add their shortusername to the User Profile Path.

2.8. Click on the Save button.

2.9. When a user accesses their account from a Windows 
computer a corresponding folder will be created (using the 
userÕs short user name) in the Profiles  folder.

2.10. My experience is that setting a User Profile Path  as part of a 
New User Preset  is unreliable, entering an incorrect 
username in the path.
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3. Creating Login Scripts to tailor the Windows  environment.

3.1. A simple  script to mount the Groups  Folder

When Windows users login to the Mac server using the setup 
described on the previous pages, their Home folder will 
mount as a ÒmappedÓ drive (in My Computer), but users may 
need to go searching in My Network Places to find their 
Groups  folder.

A small login script saved on the server can automatically 
mount both a userÕs Mac OS X Home Directory and the 
shared Groups  folder as networked drives.

For a Òlow-needÓ environment this simple adjustment may be 
all that is needed to make for a user-friendly cross-platform 
experience.

3.1.1. Open a plain text editor

¥ Avoid AppleÕs TextEdit. By default, it does not save 
text files in the correct format.

¥ Try: TextWrangler
(www.barebones.com/products/textwrangler)
  
TextWrangler, and similar text editors, will save the file 
in Unix format (with the correct Unix line breaks).

3.1.2. Create a new document and type the following text 
(substituting the schoolÕs server name for 
server.demo.com)

!net use g: \\server.demo.com\Groups
!
!net use h: \\server.demo.com\%username%

Note that there is a space after g: and h:
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3.1.3. Save the file with the extension .bat  (a Windows batch 
file).

3.1.4. Logon to the server as the root user and copy the 
logon.bat  file to the etc/netlogon  folder. 

This is a hidden folder that can be accessed through 
the Finder : Go > Go to Folder > /etc

3.1.5. Important:  So that all users can access this script, set 
the permissions of the netlogon  folder (using Get 
Info ) to give everyone Read Only access.

3.1.6. Open WorkGroup Manager.

3.1.7. Click on the Accounts  button, then the Users  tab.
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3.1.8. Select your all the accounts that will need to access 
the network from a Windows client.

3.1.9. Click on the Windows  button on the right side of the 
right pane.

3.1.10. Enter the name of your Login Script  in the 
appropriate field.

You may also have to re-enter the User Profile Path , 
if you had entered this information previously.

If modifying just one user record, include the userÕs 
short name in the path.

¥ Click on the Save button.

3.1.11. Log on from a Windows computer to test the setup.

Open My Computer,  and you should be able to see 
the Home folder for the account, along with a Groups  
folder.
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3.2. An advanced  script to sync folders, set IE start page.

The script discussed below edits the Windows registry so that 
the OS X network Home folder sub-folders sync with their 
Windows equivalents (My Documents, Pictures, etc).

The script also sets the Internet Explorer home page to the 
page of your choice, and removes the IE7 first run prompts.

It also includes the mapping for the Groups  folder as 
discussed in the Òsimple scriptÓ above.

3.3. Copy and paste the text on the following page into your unix-
compatible text editor (eg TextWrangler), and save the file as 
logon.vbs .

3.4. Edit the appropriate parts of the script - most notably the 
default proxy address and the default IE home page.

3.5. Copy this file (as the root user) into /etc/netlogon  on the 
server and set permissions for access to this file as detailed 
in the previous section of this document.
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3.6. Copy and paste the following text, editing the lines that 
contain the address of the school proxy server, and the 
address of the default IE home page, etc:

On Error Resume Next

Dim wshShell

Set wshShell = WScript.CreateObject("Wscript.Shell")

wshShell.regwrite "HKEY_CURRENT_USER\Software\Microsoft
\Windows\CurrentVersion\Explorer\User Shell Folders\Desktop","H:
\Desktop","REG_EXPAND_SZ"

wshShell.regwrite "HKEY_CURRENT_USER\Software\Microsoft
\Windows\CurrentVersion\Explorer\User Shell Folders
\Favorites","H:\Library\Windows\Favorites","REG_EXPAND_SZ"

wshShell.regwrite "HKEY_CURRENT_USER\Software\Microsoft
\Windows\CurrentVersion\Explorer\User Shell Folders\My 
Pictures","H:\Pictures","REG_EXPAND_SZ"

wshShell.regwrite "HKEY_CURRENT_USER\Software\Microsoft
\Windows\CurrentVersion\Explorer\User Shell Folders
\Personal","H:\Documents","REG_EXPAND_SZ"

wshShell.regwrite "HKEY_CURRENT_USER\Software\Microsoft
\Windows\CurrentVersion\Explorer\User Shell Folders\SendTo","H:
\Library\Windows\SendTo","REG_EXPAND_SZ"

wshShell.regwrite "HKEY_CURRENT_USER\Software\Microsoft
\Windows\CurrentVersion\Internet Settings
\ProxyEnable","1","REG_DWORD"

wshShell.regwrite "HKEY_CURRENT_USER\Software\Microsoft
\Windows\CurrentVersion\Internet Settings
\ProxyServer","our.school.proxy.address:
8080","REG_EXPAND_SZ"

wshShell.regwrite "HKEY_CURRENT_USER\Software\Microsoft
\Internet Explorer\Main\Start Page","http://
school.homepage_sddressÓ,"REG_SZ"

wshShell.regwrite "HKEY_CURRENT_USER\Software\Microsoft
\Internet Explorer\Main\RunOnceHasShown","1","REG_DWORD"

wshShell.regwrite "HKEY_CURRENT_USER\Software\Microsoft
\Internet Explorer\Main\RunOnceComplete","1","REG_DWORD"

Set objNetwork = CreateObject("WScript.Network") 

objNetwork.MapNetworkDrive "G:" , "\\server\Groups"
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3.7. In WorkGroup Manager select a test user.

3.8. Click on the Windows  button on the right side of the right 
pane.

3.9. Enter the name of your Login Script .

You may also have to enter or re-enter the User Profile Path , 
if you had entered this information previously.

For a single user include the userÕs short name in the Profile 
Path.

3.10. Click on the Save button.
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4. Setting up Windows  clients to join the Domain.

You will need to set your Windows client computers to join the Domain  
you created on the server.

4.1. Right-click on My Computer .

Choose Properties .

4.2. Click on the Computer Name  tab

Click on the Change  button.

4.3. Click on the Domain  button, and enter the Domain  name you 
setup previously on the OS X server.

Check that the computer has a unique name.

If necessary, change the Computer name , then restart the 
computer BEFORE changing the computer from being a 
member of a Workgroup  to a Domain  member.
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4.4. You will be asked for an admin name to join the Domain .

This is the Directory Administrator (diradmin ) of the Mac OS 
X Server.

4.5. After a short delay you will be welcomed to the Domain .

Click on OK.

Note: If you are denied access, check your Mac OS X Server 
directory administrator username and password. If you 
continue to be denied access, go to Start  > Run and type 
cmd. In the following DOS window type ipconfig and check 
that the computer has picked up the correct DHCP 
information, most importantly the correct domain name.

4.6. You will be reminded to restart the computer.
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4.7. After the restart, hold down the control-alt-delete  key 
combination to see the login screen.

4.8. At the login screen, Windows gives you the option of logging 
into the Domain  server, or the Local  computer. 

4.9. Click the Options  button, then select the Domain  from the 
popup menu.

4.10. Enter a user name  and password  for a Test user on the Mac 
server.

4.11. Open My Computer (from the Desktop or from the Start 
menu) to see the Groups  folder and the userÕs Home folder 
as mapped drives G and H.

4.12. If you have used the ÒadvancedÓ script, save a document in 
your My Documents folder, and your Desktop. 

Log off, then log on from a Mac to see if the sync has worked 
OK with the 

4.13. If you are using the advanced script you can improve the 
syncing speed for the folders at log out:

4.13.1.  Log on each Windows computer logon as an admin 
user.

4.13.2.  Go to My Computer > Tools > Folder Options.
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4.13.3. Click on the Offline Files  tab.

Untick the Enable Offline Files  option.

4.13.4. The syncronising of the userÕs Windows folders with 
the userÕs Home folder will now be much quicker.
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5. Creating a Default User Profile on Win XP
(You wonÕt need to do this if you are using the ÒAdvancedÓ script 
discussed previously)

When a new user logs onto Windows XP, they are assigned a ÒprofileÓ.

This profile includes a number of default settings, including internet 
proxy address, default home page, etc.

Each user who connects to the Mac OS X server is considered to be a 
Ònew userÓ by the local Windows XP computer, and is assigned the 
default user profile settings.

The notes below describe how to set the default user profile on an XP 
computer.

5.1. Log on to the computer as the Administrator, and then  create 
a local user account.

5.2. Log off as the Administrator, and then log on to the  computer 
through the local user account that you just created.

Caution:  You will cause permissions issues if you create the 
custom user  profile when you are logged on as the 
Administrator, rather than the user.

5.3. Customise the profile appropriately. For example, set the 
default Explorer Home Page, and proxy server.

5.4. Log off as the local user, and then log back on as the  
Administrator.

5.5. Because several of the files in the profile are hidden and must 
be copied to the new custom default user profile, turn on the 
Show  hidden files and folders  option. To do so, follow 
these steps:

¥ Double-click My Computer , click  Tools , and then click 
Folder  Options .

¥ Click on the View tab.

¥ Under Advanced settings , click Show hidden files and  
folders .

¥ Click on OK. 
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5.6. Replace the current default user profile with the customised 
default user profile. To do so, follow these steps:

¥ Right click on My Computer  and choose Properties .

¥ Click the Advanced  tab.

¥ Under User Profiles , click  Settings .

¥ In the User Profiles  dialogue box, select the user profile 
that you just created, and then click Copy To .

¥ In the Copy To  dialogue box, under  Copy profile to , click 
Browse , click the  C:\Documents and Settings\Default 
User  folder, and then click  OK.

¥ Under Permitted to use , click  Change , click  Advanced , 
click Find Now , select  Everyone  from the list, and then click 
OK (a couple of times!)

¥ Accept the warning that you are about to replace the 
existing Default User Profile .

5.7. Windows XP will now assign the custom default user profile 
to any ÒnewÓ user who logs on to the computer.

This includes the default home page and proxy server 
settings.

If the steps is the previous sections have been followed (the 
user has been assigned a place to save their profile settings) 
the userÕs default profile, plus any individual changes, will be 
saved at log out.
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